
Handling of secure electronic materials
Exam officers should refer to section 4 of the ‘ICE’ booklet for more 
detailed information on the handling of secure electronic materials.

Is there a requirement for electronic question papers to be downloaded? 

Identify 2 – 6 members 
of staff who can be 

authorised to handle 
secure electronic material

Identify a suitable  
printer within your centre 
where you can print the 

question paper

Once printed the question 
papers must be placed in 
a sealed non transparent 

envelope and stored 
securely

Secure material printed

E mail accounts used 
for secure electronic 
materials must be a 
named individual or 

a group of individuals 
authorised by the head 

of centre

Files can only be 
accessed by named 

individuals

Check there are no 
conflicts of interest

Accounts used to 
access secure electronic 

materials must be 
reviewed before each 

exam series by the head 
of centre

Secure passwords 
must be strong and 
changed regularly
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For the attention of heads of centre, senior leaders 
within schools and colleges and examination officers

The integrity and 
security of the electronic 
question paper must be 
maintained at all times

Only print what 
is required

Secure files must be 
accessed and printed in 
a secure environment 
with only authorised 

members of staff present

The file must be 
deleted immediately 

and then deleted from 
the ‘Recycle Bin’

https://www.jcq.org.uk/exams-office/ice---instructions-for-conducting-examinations/

